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Value of Cybersecurity Exercises

• You need to exercise regularly
• You can run exercises varying in scope, 
participants and duration
•They help participants understand 
response processes and their roles in them
•They identify problems in a safe 
environment where they can be remedied 
before being needed
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Australian Census August 2016

• On 9 August Australia conducted an online 
census

• Our tech savvy Prime Minister even 
tweeted how easy it was

• Things did not go to plan
• It’s another example of how you respond 

during and after a cyber incident is key 



Equifax Downgraded by Moody’s (cnbc.com)
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Uber CISO faces criminal trial





Dilemma Session Agenda

• Introduction1300 – 1345

• Incident Conduct & Scenario Intro1345 – 1400

• Part 1 0600 HRS1400 – 1430

• Part 2 1200 HRS1430 – 1500

• Part 3 1800 HRS1500 – 1530

• Press conference role play1530 – 1545

• Exercise Wash-up/Wrap up1545 – 1630



Exercise Conduct

• You will work in your normal 
roles (some will change as we go 
along i.e., shift change, 
availability)
• Exercise injects will be provided 

as you go along
• You will work thru the scenario 

in your assigned role
• At the end we will have a media 

conference



Disclaimer

•This scenario is entirely fictitious.
•All names, characters, and incidents portrayed in this 

workshop are fictitious. 
•No identification with actual persons (living or deceased), 

places, buildings, and products is intended or should be 
inferred.
•Any references to actual international entities or persons is 

purely for dramatic effect



Scenario Introduction

• Ruthenia is an Eastern European major 
power whose President, Igor Talin, 
wants to return Ruthenia to its 
superpower status of the past. 

• One of Ruthenia’s neighbours is 
Orangeland.

• Orangeland has a new West leaning 
government with ambitions for closer 
ties with the EU and NATO.

• Igor Talin is opposed to this, and 
tensions led to a Ruthenian military 
invasion of Orangeland.



• The Netherlands have provided political 
support and military aid to Orangeland.

• The Netherlands government have 
accused Ruthenia of war crimes.

• In recent weeks the Netherlands have 
sent tanks to Orangeland purchased 
from allies.

• Ruthenian military bloggers have said 
the Netherlands will regret this 
interference.

Ruthenian and the Netherlands



Ruthenia

• Ruthenian has a significant Navy and 
uses it to project its power

• Ruthenian SSS (State Security Service) 
hackers are highly skilled and 
responsible for many attacks against 
Western countries.

• It has also conducted serious disruptive 
attacks on the power grid of 
Orangeland in the years leading up to 
the recent invasion. 











Lets begin

•Bring an Open Mind
•Accept the “Scenario Reality”
•Be ready to collaborate with others in your 
group
•Be ready to play the role you are assigned in 
front of the entire audience
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No.1 Name vessel: OOCL Rauma 
 Callsign: PBWS 
 Length/width: 169 m / 27 m 
 Draft: 9,30 metre 
 Persons on board: 15 
 Destination: Helsinki Via NOK 
 Position: 52° 10, 32 North 003°54,4 East 

1,5’ east Oil rigg P15E 
 Course 351° 
 Speed drifting 
 Cargo General cargo in containers 
 Dangerous cargo: Yes 
 Picture:  

 
 
 
 
 
 
 
 
 
 
 

 Owner: JR Shipping (Dutch) 
 Flag Dutch 
 IMO 9462794 
 MMSI 246650000 
 

 
 











No.2 Name vessel: Stena Transit 
 Callsign: PHJU 
 Length/width: 212 m / 31,6 m 
 Draft: 5,8 m 
 Persons on board: 100 crew and 300 passengers 
 Destination: Killingholme, GB 
 Position: North Maas Centre buoy  

52° 10, 32 North 003°54,4 East 
 Course 276° 
 Speed 18 knots 
 Cargo Trailers /cars /passengers 
 Dangerous cargo: no 
 Picture:  

 
 
 
 
 
 
 
 
 

 Owner: P&O Ferries 
 Flag: Dutch 
 IMO 9469388 
 MMSI 244513000 
 

 
 









No.3 Name vessel: Eternal Resource 
 Callsign: VRQS6 
 Length/width: 254 m/ 43 m 
 Draft: 11,5 m 
 Persons on board: 25 
 Destination: New York 
 Position: 40° 26, 32 North 073°45,45 West 
 Course var 
 Speed stopped 
 Cargo Bulk  Coal 95.000 ton 
 Dangerous cargo: No 
 Picture:  

 
 
 
 
 
 
 
 
 
 

 Owner: DAIICHI CHUO MARINE - TOKYO, JAPAN 
 Flag Hong Kong 
 IMO number 9515187 
 MMSI 477045300 
 

 
 
 



Free Play – Group Discussion

• What is going on?

• Response activities

• Who do you inform

• Do we need to take further action?

• Next steps?
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No.4 Name vessel: Avonborg 
 Callsign: PCOF 
 Length/width: 142,92 m /21,54 m 
 Draft: 5,5 m 
 Persons on board: 17 
 Destination: Kotka (Finland) via NOK 
 Position: Passed VL 5 

53° 24, 22 North 004°44,35 East 
 Course 065° 
 Speed 10 knots 
 Cargo Ballast 
 Dangerous cargo: no 
 Picture:  

 
 
 
 
 
 
 
 
 
 

 Owner: Wagenborg 
 Flag Dutch 
 IMO number 9466362 
 MMSI 246865000 
 

 
 





No.5 Name vessel: Dutch Emerald 
 Callsign: PCIP 
 Length/width: 118 m /17,03 
 Draft: 5,4 m 
 Persons on board: 10 
 Destination: Antwerpen 

 
 Position: East of K1A  

53° 50, 49 North 003°09,33 East 
 Course 212° 
 Speed 9 knots 
 Cargo 5000 T Benzeen 
 Dangerous cargo: yes 
 Picture:  

 
 
 
 
 
 
 

  
 

 Owner: Essenberger -Hamburg Germany 
 Flag Dutch 
 IMO number 9191668 
 MMSI 246436000 
 

 
 





No.6 Name vessel: Kraftka 
 Callsign: PHGY 
 Length/width: 205 m /25,8 m 
 Draft: 8,1 m 
 Persons on board: 20 
 Destination: Gdynia Poland via Eemshaven Netherlands 
 Position: Just passed the VL 3 

53° 18, 68 North 004°38,9 East 
 Course 022° 
 Speed 12 knots 
 Cargo Military goods (US) Trucks, tanks etc 
 Dangerous cargo: Yes Ammunition 
 Picture:  

  
 

 Owner: Spliethof 
 Flag Dutch 
 IMO number 9307360 
 MMSI 246554000 

 
 
 









• Initially, analysis showed many similarities with other 
ransomware samples from 2022, but further research indicated 
the malware had been modified to cause data destruction.

• KingKong overwrites or encrypts sectors of the physical hard 
drive and C: volume, but it does not contain the ability to restore 
the files, rendering recovery impossible even if the ransom is 
paid.

• KingKong also has the ability to send messages to Autopilot 
before wiping drives.

KingKong Malware Analysis



Free Play – Group Discussion

• What is going on?

• Response activities

• Who do you inform

• Do we need to take further action?

• Next steps?
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• The Netherlands Police have identified the source for the KingKong
wiper-malware infection on Kings Day 2023. This was based on 
intelligence received from the FBI liaison officer in the Hague.
• This intelligence led a search warrant being executed at the Rotterdam 

offices of Limany Group. 
• Limany Group supply ship chandlery services to a number of shipping 

lines. 
• It appears they handled all the impacted ships when they were in the 

port of Rotterdam.

NL Police Forensic Report



• The Shipmanagers software from Limany Group delivered the 
wiper-malware to the vessel through their API (Application program 
Interface) services. 

• Limany Supply Group was compromised 1 month before by a 
Ruthenian state actor. 

• When a vessel connects to Shipmangers servers through API calls 
the KingKong wiper-malware is delivered to the target. 

• The destructive KingKong wiper-malware remained dormant until 
Kings Day 2023 when it was activated on the infected vessels.

NL Police Forensic Report



Free Play – Group Discussion

• What is going on?

• Response activities

• Who do you inform

• Do we need to take further action?

• Next steps?
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What now?

•This incident already involves six vessels and a nation 
state attacker Ruthenia
•How would you handle this situation?
•Who would you work with?
•What are some of crticial things you need to consider?
•What information do you need to try and resolve the 

incident?



Realistic?

•Malware was modelled on notPetya (2017)
• notPetya attack occurred on Ukrainian national holiday, 

Constitution Day
•Malware came from supply chain M.E.Doc updates server
• Similar impacts seen on bridge systems by malware
• Vulnerability of AutoPilot to false commands documented by 

University of Plymouth research
• Similar cyber attacks on infrastructure by Russia and others
•US Intelligence report real but about Russia



Thank you for
your attention


