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• Over 15 years experience as a researcher/lecturer
• Getting students ready to become a Certified Ethical 

Hacker (CEH)
• Teaching students in Secure Programming
• IoT Hacking
• Botnet research

About @Jeroen 



• Over 25 years working in cyber security
• Worked in law enforcement, academia and industry
• PhD in Computer Science - Thesis examined Russian and 

Ukrainian cybercrime groups that targeted Australian Banks in 
early 2000s

• Research interests include maritime cyber threats, cyber 
threat intelligence, state sponsored offensive cyber and 
information warfare

About @Stephen 



• Established September 2021

• Goal is to conduct impactful research into Cyber 
threats to the Maritime Transportation System (MTS)

• Our scope apart from traditional maritime activities 
includes inland waters, port facilities and other critical 
elements of the MTS

• This is achieved by leveraging our skills across 
disciplines within NHL Stenden in Ethical Hacking, 
Secure Programming, Serious Gaming, Maritime 
Technology,  Maritime Officer Training, Marine 
Shipping Innovations and Cyber Safety

• Three major projects

Maritime Cybersecurity 
Research Group





Global Maritime Transportation System

• The role of GMTS in the global economy is 
significant with over 80% of the world’s cargo 
transported by ship (Bronk & Dewitt 2020) and 
representing 70% of global trade by value 
(Loomis & Singh, et al 2021).

• At the same fleets are aging and their 
technology is aging with them and thus more 
vulnerable to cyber-attacks.  38% of oil tankers 
and 59% of general cargo ships are more than 
twenty years old (Tam and Jones 2018). 



(Kessler and Shepard 2022)





• This project involves building a database of all maritime cyber 
incidents that have occurred where information is available from open 
sources. 

• The database will utilise Structured Threat Information Expression 
(STIX™), which is a language and serialization format used to exchange 
cyber threat intelligence (CTI). 

• In student projects, data will be collected and a database built, and 
then maintained and updated. 

• The database will have a public online presence and will be used to 
produce reports and research papers. 

• It will also be used as input for simulations and other research.

Database of Maritime Cyber 
Incidents
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Database of Maritime Cyber Incidents

• Already over 150 Maritime Cyber Security Incidents identified (2001 to 
2022)
• Previous research in 2020, “A Retrospective Analysis of Maritime Cyber 

Security Incidents” (Meland et al) only identified 46
• Over 50 involving vessels, 39 on shipping companies, 38 used ransomware 

(all since 2018) and 22 on ports
• Impacts on IT, OT, Network, Navigation (ECDIS/GPS/AIS) and numerous 

others systems
• Incident attribution includes numerous known nation state and criminal 

threat actor groups (Top source countries:  Russia, China, Iran, North Korea)



Android/iOS App





USS Harry S Truman

• In 2014 a US Nuclear Aircraft Carrier was 
subject of an investigation into hacking of 
numerous computer systems including 
systems belonging to the US Navy and US 
Geospatial-Intelligence Agency

• NCIS agents tracked down a suspect and 
conducted an investigation on board after 
transferred to the ship at sea by aircraft



• The suspect was Nicholas Paul Knight and he was a 
member of hacking group “tEam Digi7al”
• He was also an IT systems administrator on board 

the Harry S Truman
• His job was running the network in the nuclear 

reactor department
• NCIS set a fake database server which he breached 

and he was arrested
• Sentenced to 2 years jail

The Hacker



• In 2016 North Korea was suspected of jamming GPS signals in 
South Korea

• North Korea is using radio waves to jam GPS navigation systems 
near the border regions, South Korean officials claimed

• The broadcasts have reportedly affected 110 planes and ships 
and can caused mobile phones to malfunction

• The South Korean coastguard reported about 70 fishing vessels 
had been forced to return to port after GPS navigation issues

GPS Jamming 2016 (BBC News 
2016)



• In May 2020 Israel was behind a cyberattack that disrupted a major port in 
Iran, Shahid Rajaee, done in response to an attempt by the Revolutionary 
Guards to infiltrate an Israeli water facility

• Soon after the cyberattack began, the port’s authorities detected it but 
failed to fix it immediately so switched to manual management of unloading 
and loading

• The chief of staff of the Israel Defense Forces, said, “We will continue to use 
a diverse array of military tools and unique warfare methods to hurt the 
enemy”

• In a deadly escalation in July 2020 an oil tanker managed by an Israeli-
owned shipping firm was attacked by drones off the coast of Oman, killing 
two crew members

• “The pattern of the attack and the outcome seems like a serious escalation 
in the Iranian-Israeli ‘tit for tat’ engagement that has been ongoing in the 
maritime domain over the last couple of years”

Israel/Iran Cyber Conflict 
(NYT)





Maritime Supply Chain Attack (maritime-executive.com Nov 2021)

- Danaos Management Consultants has been 
offering IT solutions for the maritime industry 
since 1986

- It builds software tools for ship management, 
including applications for chartering, payroll, 
crewing, AI analytics, ISM, document 
management and procurement

- The ransomware attack blocked customers 
communication with ships, suppliers, agents, 
charterers and supplies, while at the same time 
the files with their correspondence were lost.

- It has been reported that Danaos maintained 
open VPN links with customers and vessels



Coastguards are even a target (2004 & 2014)



Maritime Cyber 
Incident 
Simulations

• Maritime Cyber Incident simulations will be developed to enhance security 
awareness, train participants in correct response procedures and study human 
factors in these types of scenarios.

• These simulations will include:
– Crew simulations using facilities at the Maritime Institute on Terschelling
– Software simulation based on existing work by Serious Gaming
– Tabletop exercises for executives, conferences, etc.
– Large scale exercises utilising a combination of the above across multiple 

sites





Threat Deviation of electronic position due to cyberattack on 
ECDIS/GPS

Materials used • Introduction exercise
• Simulator
• Ship model CNTRN43.B
• Deviation of electronic position
• Flowchart/Game Martin
• Research/observation form
• Evaluation form 

Scenario  research 
questions

Observations: (What do we want to investigate and 
why?)
The effect of actions in whether or not to register 
deviation to navigation equipment such as the ECDIS.
Research questions:
- How long did it take until an anomaly was detected
- What is the primary reaction to this anomaly?
- What is the secondary response to this anomaly?
- Is there awareness that equipment may have been 

hacked?
- How does this awareness come about
- If there is awareness that the equipment is infected 

with a virus what is the primary response?
- What is the secondary response?





• Build lab environment utilising equipment from maritime 
industry technology providers

• Based on known issues from other ICS/SCADA industries and 
maritime conduct vulnerability research in lab environment

• Build a virtual ship Honeynet to study current active scanning 
of maritme technology

• Use discovered vulnerabiltiies and Honeynet data to develop:
– Research reports/publications
– Report vulnerabilities
– Utilise in maritime cyber incident simuations

Create Maritime Technology Hacking 
Lab



Maritime Honeypot

• A honeynet is a network set 
up with intentional 
vulnerabilities hosted on a 
decoy server to attract 
hackers
• So a honeynet consists of one 

or more honeypots
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Questions


